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What i1s ISP Failover?

® ISP Failover is an operation to automatically switch over to the standby ISP

when a primary ISP fails, 1.e. it cannot provide its Internet service to the clients.
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ISP Failover in MikroTik Routers

® Failover to the standby ISP in MikroTik routers can be simply configured by

adding an default route with a higher value of the distance parameter in the

routing table. This implies that the default route with a lower distance takes

precedence over another one.

/ip route add gateway="I1P Address of ISP1 Gateway” check-gateway=ping distance=1
/ip route add gateway="TP Address of ISP2 Gateway” check-gateway=ping distance=2

Route List =] E3
Routes | Nexthops Rules VRF

= % T al |*

Dist. Address Gateway Distance |Scope Target Scope  |Routing Mard: | Pref. Source -

AS F 0.0.0.0/0 10.10.10.1 reachable pppoe-out-I5P1 1 0 10

ES F 0.0.0.0/0 10.20.20.1 reachable pppoe-out-I1SP2 2 30 10

DAC P 10.10.10.1 pppos-out-15P1 reachable 0 10 10 10.10.10.2

DALC P 10.20.20.1 pppoe-out-lSP2 reachable 0 10 10 10.20.20.2

DALC P 192.16.0.0/24  bridge1 reachable 0 10 10 15216.0.1

hitems (2 selected)




ISP Failover in MikroTik Routers

® Typically, monitoring the down state of an ISP is to periodically check the

operation of the ISP gateway, 1.e. an ICMP request packet is transmitted to the IP

addresses of the ISP gateway every period of time (10 seconds).

® [fthe router does not get any ICMP response packet within the two timeouts (i.e.

20 seconds), it determines the ISP fails. It will then indicate the ISP gateway is

unreachable and switch over the default route of another ISP gateway.

/

/

Route List =] E3
< :
Routes | Nexthops = Fules®. VRF ;!
*=] vl 3] ¥ 5 "IE
Dist. Address Gatewa*_.\ré\ ,'. Distance | Scope Target Scope |Routing Mard:  |Pref. Source b
5 = 0.0.0.0/0 10.10.10.1 unreachable - 1 30 10
AS = 0.0.0.0/0 10.20.20.1 reachable pppoe-out-I5P2 2 a0 10
DAC = 10.20.20.1 pppos-out-1SP2 reachable 0 0 10 10.20.20.2
DAC F=192.16.0.0/24 brdge1 reachable 0 0 10 152.16.0.1
4items (2 selected)




Typical Problems in ISP Failover

® The typical problem is that the router still get the [CMP responses from the
gateway of the primary ISP but the Internet cannot be accessible due to any

possible problem behind the primarsf ISP.

® In this way, all packets that are’forwarded to the Internet are still transmitted to

the gateway of the primary,I/SP.
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Typical Problems in ISP Failover

® The typical problem is that the router still get the ICMP responses from the
gateway of the primary ISP but the Internet cannot be accessible due to any

possible problem behind the primary ISP.

® In this way, all packets that are forwarded to the Internet are still transmitted to

the gateway of the primary ISP.

~. .-t

Route List =] E3
Routes | Nexthops FRules VRR !
g !
)= [w]|%] =] [¥]" ; [Frd__ @ 3]
|D5t. Address £ |Gatewa1_f;/ |D1'siar1ce |Scupe |Target St:':upe |Huutir1g Mark |F‘ref. Source ||Yi

AS F0.0.0.040 10.10.10.1 reachable pppoe-out-1SP1 1 30 10

5 = 0.0.0.0/0 10.20.20.1 reachable pppoe-out-I1SP2 & 30 ;10

DAC I+ 10.10.10.1 pppoe-out-ISP1 reachable 1] 10 ;10 10.10.10.2

DAC = 1020201 pppoe-out-ISP2 reachable Terminal

DAC I+ 152.16.0.0/24 bridge1 reachable ——

.- Mowve up one lewel
Jcommand Uze command am!/the base lewvel L
5 tems (1 selected) [2dmin@MikroTik] > ping google.com L7 "\'
SEQ HOST 5IZE TTL T]]-gIE STATUS

0 74.125.24.101 ! timeout
1 74.125.24.,101 ! timeout
2 T4.125.24.101 'l timecut
3 74.125.24.101 | timeout
4 74.125.24.101 \ timeout
5 74.125.24.101 ' timecut
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Typical Problems in ISP Failover

® This is even worse in a case where some ASDL routers or ONU routers are not

allowed to configure to be in a bridge mode.

® The default root’s gateway is not the ISP gateway anymore.
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Current Solution With Netwatch

® Currently the Netwatch tool is widely used in Thailand to monitor the Internet

connections of WAN links by checking a remote host instead of the nearby gateway.

® It works like the traditional way by periodically sending an ICMP request packet but

to a specified remote host in the Internet.

Mew Metwatch Host = E3 Mew Metwatch Host =] E3
Host: |8.8.8.8 Host: [8.8.4.4
Interval: [00:00:10 Interval: [00:00:10
Timeout: |1000 ms Timeout: 1000 ms
Status: Status:
Since: Since:
enabled enabled




Current Solution With Netwatch

® However scripting is needed to disable and enable default routes (by finding their

comments) in case where the up and down events of the remote hosts occur.

Metwatch Host <8 8.8.8= Metwatch Host <8.8.8.8=

Host Up |Duwr1

Host LUp Down oK

On Up: ’m‘ On Down: Cancel

Hﬂ) Sat- ( f8 .8. 8. 8\ /ip route: enable find comment=ISF 1] - Aoply /ip route disable find comment=ISP 1] - ronly
LAYUIL A /

Digable Disable

for ISP1

Comment

g
=
2

g
g

[=]
=

II
2 ||=
g’
2

\enabled \enabled

Mew Metwatch Host Mew Metwatch Host

Host Up |Duwr1 Host Up Dﬂw”|

On Up: Cancel On Down: Cancel
fip route enable find comment=1SP2] - /ip route disable ffind comment=I5PZ] -
Host (8.8.4.4) o =
AN, ® \ . O iU
o ISPY
for ISP2
: :

enabled \enabled /




Current Solution With Netwatch

® However scripting in the Netwatch tool is needed to disable and enable default

routes (by finding their comments) in case where the up and down events of the
remote host occur.

/tool netwatch Y

add down-script="/1ip route disable [find comment=ISP1]" host=8.8.8.8 \
interval=10s up-script="/ip route enable [find comment=ISP1]"

add down-script="/1ip route disable [find comment=ISP2]" host=8.8.4.4 \
interval=10s up-script="/ip route enable [find comment=ISP2]"

-
.-
-
-
-
—
-
.-
—
L-
.-

/1ip route
add check-gateway=ping comment=ISP1 distance=1 gateway=10.10.10.1
add check-gateway=ping comment=ISP2 distance=2 gateway=10.20.20.1

The Netwatch tasks will ping each remote hosts via a _cliffer/ent route (or gateway).

-
-" ’

/ip route e 7

add check-gateway=ping comment= "Netwatch ISPE” dlstance 1 dst-address=\
8.8.4.4/32 gateway=10.20.20.14&" e

add check-gateway=ping comment= "Netwatch ISP1" distance=1 dst-address=\

a 8.8.8.8/32 gateway=10.10.10.1%




Scripting 1n Netwatch

® It can be said that such scripting is not easy to accomplish for technicians who want
to implement network solutions with failover for their customers but they do not

know much about scripting. They prefer to simply configure via WinBox with GUI.

Route List =] E3
Routes | Nexthops Rules VRF
| = v & T al || w
Dist. Address Gateway Distance |Scope Target Scope  |Routing Mard: | Pref. Source -
15
AS P 0.0.0.0/0 10.10.10.1 reachable pppoe-out-15P1 1 30 10
o I1SP2
S = 0.0.0.0/0 10.20.20.1 reachable pppoe-out-1SP2 2 30 10
i Metwatch ISP
AS Foa44 10.20.20.1 reachable pppos-out-ISP2 1 a0 10
A o Netwatch I5P1
! AS F58838 10.10.10.1 reachahble pppoe-out-ISP1 1 30 10
1 || DAC F10.10.10.1 pppoe-out-1SP1 reachable 0 10 10 10.10.10.2
1 [|DAC P 10.20.20.1 pppoe-out-1SP2 reachable 0 10 10 10.20.20.2
I DAC P 192.16.0.0/24 bridgel reachable 0 10 10 15216.0.1
1
! 7 items (2 selected)
1

® Routes for remote hosts (i.e. 8.8.8.8 via the ISP1 gateway and 8.8.4.4 via the ISP2

G gateway) must be added and always available for the Netwatch tool’s tasks.

/




Scripting 1n Netwatch

® The default root with the ISP1 comment is disabled when the Netwatch does not get

an ICMP response packet for a specified tim’éout (1 second) after sending an ICMP

request packet via the ISP1 gateway (10/,10.10. 1).

Route List =] E3
7
Routes |Neﬁhnps Rules VRF /
7
(=] [][x] [Fird ][ ]3]
|D5t. Address 4 |Gatewa1_.r 1 |D1'stance |Hnutir1g Mark |F‘re°f. Source ||v
ISP g
x5 P 0.0.0.0/0 10.10.10.1 _ 1
. 1SP2 N
AS = 0.0.0.0/0 10.20.20.1 reachable pppos-owut-ISP2 - . 2
- Netwatch I1SP2 i
AS 3044 10.20.20.1 reachable pppoe-out-1SP2 . 1
o Metwatch 1SP1 ‘.\
AS 28238 10.10.10.1 reachable pppoe-out-I5P1 N
DAC 1010101 pppoe-out-1SP 1 reachable O~ 10.10.10.2
DAC P 10.20.201 pppoe-out-l5P 2 reachable o> 1020202
DAC P 192.16.0.0/24  brdae1 reachabls 0 ) 152.16.0.1
N
7items (1 selected) N

MNetwatch

T
#[[=] [+][%]

| Host s |Irrter'u'a| |'|"|meoLﬂrqs} |Statu5 |Sir|ce | |v
#iddd 00:00:10 1000 up Jun/19/2018 15:50:58
#3888 00:00:10 1000 own Jun/19/2018 15:56:53

2 items (1 selected)

™




Multiple Remote Hosts with Netwatch

® It is possible that a single remote host might be down, checking multiple remote
hosts per WAN link (such as Google DNS and OpenDNS) is required to confirm

whether the Internet connection is really available per WAN link.

® In this regard, using the Netwatch tool seems to be unable to cope with because it

supports only a single remote host.

$888 | -Ping8.8.8.8and204.67.220, 220 through ISP1 !
Google DNS i -Ping 8.8.4.4 and 204.67.222, 222 through ISP2

204.67.220.220
OpenDNS

Open DNS
204.67.222.222

~—[Pasken |

ADSL Router/ONU
SpP2 (Bridge Mode)

8.8.4.4

@ Google DNS t.llg @ /
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Solution with Only Routing Configuration
® An alternative solution that can figure out the previously mentioned problems is

done by configuring only routes in the routing table (/ip routes) without scripting

and using the Netwatch tool at all.

® This solution can be broken down into two scenarios:
1) Failover with checking a single remote host per WAN link

2) Failover with checking multiple remote hosts per WAN link

P e e e R T T R L e

| Being Able to Check Multiple
Remote Hosts per WAN Link
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Reference
[1] https://wiki.mikrotik.com/wiki/Manual:IP/Route
@ [2] https://wiki.mikrotik.com/wiki/Advanced Routing Failover without Scripting




Basic Configuration with Two ISPs

® For demonstration, two (MikroTik) routers are used.
v MikroTik(A) emulates ISP1 and ISP2 via Etherl and Ether2, respectively.

v MikroTik(B) emulates a router in a customer house.

® Both ISP1 and ISP2 provide IP addresses to the customer’s router via PPPoE
v At the ISP1, Local Address = 10.10.10.1, Remote Address = 10.10.10.2

v At the ISP2, Local Address = 10.20.20.1, Remote Address = 10.20.20.2

f MikroTik(A) MikroTik(B)
f (SP1&1SP2) (Customer Router)
Internet ()
B vowww
|
ISP1 (PPPoE) <— [ Packets |
Wireless AP y ( ) m
ISP2 (PPPOE)

o
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Basic Configuration with Two ISPs

® At the customer router, the basic configuration is described by the following scripts.

® PPPoE Clients for ISP1 and ISP2

/interface pppoe-client
add disabled=no interface=etherl name=pppoe-out-ISP1l password=12345 \

use-peer-dns=yes user=userl
add disabled=no interface=ether2 name=pppoe-out-ISP2 password=12345 \
use-peer—-dns=yes user=user.

® Bridge with ether3, ether4, ether5

/interface bridge
add name=bridgel

/interface bridge port

add bridge=bridgel interface=ether3
add bridge=bridgel interface=etherd
add bridge=bridgel interface=ether5

® Bridge’s IP Address as 192.168.0.1/24

/1p address
add address=192.16.0.1/24 interface=bridgel network=1%2.16.0.0




Basic Configuration with Two ISPs

® At the customer router, the basic configuration is described by the following scripts.
® DHCP Server with a pool of 192.168.0.2-192.168.0.254

/1ip pool
add name=dhcp pooll ranges=19%2.16.0.2-192.16.0.254

/1p dhcp-server
add address-pool=dhcp pooll disabled=no interface=bridgel name=dhcpl

/1p dhcp-server network
add address=19%2.16.0.0/24 gateway=192.16.0.1

® DNS Server in the customer router

/1p dns
set allow-remote-requests=yes

® NAT for the PPPoE Clients of ISP1 and ISP2

/1p firewall nat
add action=masquerade chain=srcnat out-interface=pppoe-out-ISP1
add action=masquerade chain=srcnat out-interface=pppoe-out-ISPZ2

o




Failover with Checking a Single Remote Host

® Failover with checking a single remote host per WAN link

1) Create default routes using remote hosts as gateways with different distances
® /ip route
add distance=1 gateway=8.8.8.8 check-gateway=ping

add di§tandle=2 gateway=8.8.4.4 check-gateway=ping

Route List =] E3
Rolutes N%adhops Rules VRF
+| = |v|[% 3] |T al | #
1
\ Dst.@ddress Gateway Check Gateway |Distance |Scope |Pref. Source -
i 1SP1
S v FE00.00/D 888 8unreachable 1~ ping 1 30
i IsP2 e
5 = 0.0.0.0/0 8.8 4 4 unreachable [ \‘\ping 2 30
DAC P 10.10.101 pppos-out-ISP1 reachalls '\ 0 10 10.10.10.2
DALC = 10.20.20.1 pppoe-out-I1SP2 reachables s 0 10 10.20.20.2
DAC P 1592.16.0.0/24  bridge1 reachable \\ \\ 0 10 1592.16.0.1
\ \
.\ ‘\
hitems (2 selected) N .
X X
~ N
‘\ \




Failover with Checking a Single Remote Host

® Failover with checking a single remote host per WAN link

2) Create routes to the remote hosts using corresponding ISP gateways with scope=10

(the scope parameter must be less or equal to the target score parameter)

® /ip route
add dst-address=8.8.8.8 gateway=10.10.10.1 scope=10
add dst-address=8.8.4.4 gateway=10.20.20.1 scope=10
Routes | Nexthops Rules VRF B@'l‘lil gt:@: h @J_Sft_sf are nOow rea @lla b]l e
| = &% T /,/ /',‘ . =
Dist. Address Gateway ,’/ ./’ Check Gateway |Distance |Scope |Pref. Source |+
= 15P1 [ P
AS = 0.0.0.0/0 23383 FEC/I_ITS'I';JE wia 10.10.10.1 pppoe-owt-1ISP1 ping 1 30
i 15P2 L
3 = 0.0.0.0/0 8.8.4.4 recursive via 10.20.20.1 pppoe-out-I5P2 ping 2 30
. Dst Address to 8.8.4.4 via |SP2 Gateway Pl
—> | |AS 0844 10.20.20.1 reachable pppoe-out-1SP2 1 0
- . Dst Address to 8.8.8.8 via ISP1 Gateway ! I
A5 828838 10.10.10.1 reachable pppoe-out-1SP 1 1 10!
CAC  F10.10.101 pppoe-out-15P 1 reachable 1] : 10 10.10.10.2
DAC 1020201 pppoe-out-15P2 reachable 0 ; 10 10.20.20.2
DAC I+ 192.16.0.0/24  bridge1 reachabls o ;10 1532.16.0.1
-
@ 7 items (2 selected)
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® Testing: failover with checking a single remote host per WAN link

Failover with Checking Single Remote Hosts

® Scenario#1: The ISP1 fails to access the Internet, the firewall rule in the
MikroTik(A) drops all packets from the ISP1 PPPoE to the Internet. The backup

WAN link (to ISP2) should take over all packets to the Internet.

Fiter Rules | MAT Mangle FRaw Service Potz  Connections  Address Lists  Layer? Protocols |l
= 00 Reset Courters || 00 Reset All Count 3 || €4 I
L o | | A | T eset Courters Es urters all ¥ | ISIP Sltes
H Action  |Chain Src. Address |Dst. Address |Protocol |[In. Inteface Out. Interface | Bytes Packets - 1
0 # dropy  forward <pppoe-userl> wilanl 2808 h R e —
1% drop \forward <pppoe-user?>  wlani 0B [
\c
2tems (1 selected) . Route List = E
\
\ Routes | Mesthops  Rules  VRF - o
S AS = Active Statie
| = (v % T > al |
\ Dist. Address Gateway . - -~ e Check Gateway |Distance |Scope |Pref. Source |+
....................... N ISP LT
1 \ 5 F0000/40. -~ " 8.8.8.8 recursive via 10.10.10.1 pppos-out-ISP1 ping 1 30
1 1 T 1 S
i Customer Slte F=> A5 -'"0.0.00/0 3.8.4.4rec1mivem’a 10.20.20.1 pppoe-out-ISP2 ping 2 30
1 ! o: Dst Address to 8.8.4.4 via |5P2 Gateway
' V/ AS 2844 10.20.20.1 reachable pppos-out-I5P2 1 10
''''''''''''''''''''''' o; Dst Address to 8.8.8.8 via |5P1 Gateway
AS 3388 10.10.10.1 reachable pppoe-out-15F 1 1 10
DAC P 10.10.10.1 pppos-out-1SP 1 reachable 0 10 10.10.10.2
DAC = 10.20.201 pppoe-out-1SP2 reachable 0 10 10.20.20.2
DALC P 192.16.0.0/24  brdge1 reachable 0 10 1592.16.0.1
7 items (2 selected)

™~
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Failover with Checking Single Remote Hosts

® Testing: failover with checking a single remote host per WAN link

® Scenario#2: The primary ISP1 has been recovered to be accessible to the Internet,

the firewall rule in the MikroTik(A) that drops all packets from the ISP1 is disabled.

The WAN link (ISP1) should return to take over all packets to the Internet.

7 tems (2 selected)

FIrE!wa" E m ----------------
Fiter Rules | MAT Mangle | Faw  Service Potz  Connections  Address Lists  Layer? Protocols |l
- % 00 Reset Courters || 00 Reset All Count 3| -4 i
=] [ 0] [7] [o0 e Coie 00 e i o 4 Js|k-4 ISP Sites
H Action  |Chain Src. Address |Dist. Address |Protocol |In. Inteface Out. Interface |Bytes Packets - 1
0 X dropy  forwand “pppoe-userl> wianl 4756 B 76 B
1 X drop '\,::".'."': <pppoe-userd:  wiani 0B I
\c
2items (1 selected) . Route List =l E3
\
\ Routes | Nexthops Fules  VRF . .
A S = Aetive Static
. _5AS = Active Static
I IR IR A VE "E:
\ ——
N Dst. Addresg . - -~ Gateway Check Gateway |Distance |Scope |Pref. Source |
N— NI
\ AS ~ 00000 8.8.8.8 recursive via 10.10.10.1 pppoe-out-ISP1 ping 1 30
I E o 15P2
Customer Site ~->|: I 0.0.0.0/0 8.8.44 recursive via 10.20.20.1 pppoe-out1SP2_ping 2 3
! .. Dst.Address to 8.8.4.4 via ISP2 Gateway
____________________ 4 AS 3044 10.20.20.1 reachable pppos-out-ISP2 1 10
. Dst Address to 8.8.8.8 via ISP 1 Gateway
AS 3888 10.10.10.1 reachable pppos-out-1ISP1 1 10
DAC 1010101 pppoe-out-1SF 1 reachable 0 10 10.10.10.2
DAC 1020201 pppoe-out-15P2 reachable 0 10 100200202
DAC I 152.16.00/24 brdge1 reachable 1] 10 152.16.0.1
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Failover with Checking a Single Remote Host

® Failover with checking a single remote host per WAN link
® In case of load balancing, you have corresponding routing masks (toISP1, toISP2)
® The first step 1) is revised (adding default routes and changing distances) as follow.
® /ip route
add distance=1 gateway=8.8.8.8 routing-mask=toISP1 check-gateway=ping
add distance=2 gateway=8.8.4.4 routing-mask=toISP1 check-gateway=ping
® /ip route
add distance=1 gateway=8.8.4.4 routing-mask=toISP2 check-gateway=ping

add distance=2 gateway=8.8.8.8 routing-mask=toISP2 check-gateway=ping
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Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link

® Google DNS (8.8.8.8, 8.8.4.4) and OpenDNS (208.67.220.220, 208.67.222.222) are

well known as trustable and stable DNS servers.

204.67.220.220 8.8.8.8 : - Ping 8.8.8.8 and 204.67.220, 220 through ISP1 :
OpenDNS Google DNS i -Ping 8.8.4.4 and 204.67.222, 222 through ISP2
Open DNS MikroTik

204.67.222.222

~— [Packes |

ADSL Router/ONU
Sp2 (Bridge Mode)

8.8.4.4
Google DNS
g ':q,n

(- y




e

a Google DNS

Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link
® Monitoring the primary WAN link’s state by checking Host1 A, Host1B via GW1
® Given Hostl A = 8.8.8.8 and Host1B = 208.67.220.220

® Monitoring the backup WAN link’s state by checking Host2A, Host2B via GW2

® Given Host2A = 8.8.4.4 and Host2B = 208.67.222.222

BERS [ LI
Google DNS | Ping 8.8.8.8 and 204.67.220, 220 through ISP1

i -Ping 8.8.4.4 and 204.67.222, 222 through 1SP2 :

204.67.220.220
OpenDNS

Open DNS
204.67.222.222

Internet

~— [Packen |

ADSL Router/ONU

Bridee Mode
8.8.4.4 ( & )
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Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link

1) Create default routes using remote hosts as gateways with different distances, but
instead of using remote hosts, two virtual hops (10.1.1.1 for GW1 and 10.2.2.2 for
GW?2) has been setup as corresponding gateways to simplify the default routes.
® /ip route

add distance=1 gateway=10.1.1.1

add distance=2 gateway=10.2.2.2

outes | Nexthops Rules | VRF Remote hosts are unreachabl

” 7 === -.-.--_J—\:
= v |X & T S al |¥
Dst. Address Gateway l-l /'l Check Gateway |Distance |Scope |Pref. Source -
ISP (52 . 5
5 = 0.0.0.0/0 10.1.1.1 unreachable ,'I ping 1 30
o ISP2 V/
5 I 0.0.0.0/0 10.2.2 2 unreachable pirg 2 30
DAC = 10.10.10.1 pppoe-out-1SF 1 reachable 0 10 10.10.10.2
DAC = 10.20.20.1 pppoe-out-15P2 reachable 0 10 10.20.20.2
DAC I+ 152.16.0.0/24  bridge1 reachable 0 10 152.16.0.1
hitems (2 selected)
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Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link
2) Create routes to the virtual hops using corresponding multiple remote hosts with
scope=10
® /ip route
add dst-address=10.1.1.1 gateway=8.8.8.8 scope=10 check-gateway=ping
add dst-address=10.1.1.1 gateway=208.67.220.220 scope=10 check-gateway=ping
® /ip route
add dst-address=10.2.2.2 gateway=8.8.4.4 scope=10 check-gateway=ping

add dst-address=10.2.2.2 gateway=208.67.222.222 scope=10 check-gateway=ping




Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link

2) Create routes to the virtual hops using corresponding multiple remote hosts with

scope=10
Route List =] E3
Routes | Nesthops Rules  VRF
== | (% || T al |#®
Dist. Address Gateway Check Gateway |Distance |Scope |Pref. Source -
. aI15P1
5 = 0.0.0.0/0 10.1.1.1 unreachable 1 30
o 15P2
5 I 0.0.0.0/0 10.2.2 2 unreachable 2 30
o Virtual Hop 10.1.1.1 via Gateway 8.8.8.8 oo
— 5 10111 8.8.8.8 unreachable ping 1 1 10 -
- o Mitual Hop 10.1.1.1 via Gateway 208.67.220.220 ! ;
5 10111 208 67 220 220 unreachable  ping 1 10 -
’? i Vitual Hop 10.2.2 2 via Gateway 8.8.4.4 ! ;
\ 5 10222 8.2.4 4 unreachable ping 1 110
\ o Vitual Hop 10.2 2 2 via Gateway 208.67 222 222 ! ;
\ — 5 F10222 208,67 222 ZF2 unreachable  ping 1 LU
'\_ DAC = 10.10.10.1 pppoe-out-1SP 1 reachable o0 '1070.00102
v DAC = 10.20.20.1 pppos-out-15P2 reachable 0 ! 1070.20.20.2
\ DAC P=192.16.0.0/24  bridge1 reachable 0 ' 107921601
\
\ Sitems (4 selected)
\
‘\
‘\
Remote hosts are unreachable. No routes with the scope 1

™~




e

Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link

3) Create routes to the remote hosts using corresponding ISP gateways with scope=10

(the scope parameter must be less or equal to the target score parameter)
® /ip route

add dst-address=8.8.8.8 gateway=10.10.10.1 scope=10

add dst-address=208.67.220.220 gateway=10.10.10.1 scope=10
® /ip route

add dst-address=8.8.4.4 gateway=10.20.20.1 scope=10

add dst-address=208.67.222.222 gateway=10.20.20.1 scope=10




Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link

3) Create routes to the remote hosts using corresponding ISP gateways with scope=10

(the scope parameter must be less or equal to the target score parameter)

Route List

Routes | Nexthops Rules VRF R@;lilfl @tj@; h @§.t§ are NOWwW LFeé acll ab] €
| = || I T / i al
Dist. Address Gateway I-' ! Check Gateway |Distance |Scope |Pref. Source -
ISP . !
AS P 0.0.0.0/0 10.1.1.1 recursive via 'ID.'ID.1Q.I1 pppn:ne-c:nu':-ISN 1 30
o 15P2 .
5 = 0.0.0.0/0 10.2.2 2 recursive via 10. EEE N pppDEﬂut'--ISF‘E Z 30
:; Route to 8.8.4 4 via Gateway 10.20.20.1 v
AS 3344 10.20.20.1 reachable pppoe-out-ISP2 ' 1 10
;. Route to 8.8.8.8 via Gateway 10.10.10.1 :
AS 3233 10.10.10.1 reachable pppoe-out-1ISP1 ! 1 10
o Vitual Hop 10.1.1.1 via Gateway 8.8.8.8 ||
AS F10.1.1.1 8.8.8.8 recursive via 10.10.10.1 pppos-out- IS-F‘1 ping 1 10
o Vintual Hop 10.1.1.1 via Gateway 208.67 220220
5 F10.1.1.1 208 67 220 220 recursive via 10.10.10.1 pppqe-aut-ISFW ping 1 10
o Vintual Hop 10,2 2.2 via Gateway 8844
AS 10222 8.8.4 4 recursive via 10.20.20.1 pppos-out- ISF'Z ping 1 10
o itual Hop 10.2.2.2 via Gateway 208.67 222 2232
S 10222 208.67.222 222 recursive via 10.20.20.1 pppu:ufmut 5P2  ping 1 10
;i Route to 208.67 220 220 via Gateway 10.10.10.1 0
AS = 20867220220 10.10.10.1 reachable pppoe-out-ISP1 v 1 10
- . Route to 208.67 222 272 via Gateway 10.20.20.1
AS I 208 67 222 222 10.20.20.1 reachable pppoe-out-|SP2 1 10
DAC F10.10.10.1 pppoe-out-1SP 1 reachable 0 10 10.10.10.2
DAC P 10.20.20.1 pppoe-out-15P2 reachable 0 10 10.20.20.2
DAC P 192.16.0.0/24  bridae1 reachable 0 10 1592.16.0.1
13 items (4 selected)
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Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link

® The result of manually adding such routes with the scope 10 can be checked in term

of next hop (/ip route nexthop print). Note that such routes are not connected routes.

® The gateWay state “recursive” denotes that the gateway is used as the destination

address forthe next round'in finding the next appropriate route (with the scope 10)
in the route list. :

Route List = E3

Routes N&thops |Rules VRF
1

v ;
Address Gateway State | Forwarding Nesthop Interface Scope |Check Gateway |Table -
10.10.10.1 reachable 1 10
10.20.20.1 reachable W 10
8888 jrecursive” "7, 10.10.10.1 10 ping
10111 srecursive - 10,710,101 10

- 208.67.220.220 recursive = 10.10.10.1 10 ping
3344 yrecursive 1020200 10 ping
10222 yrecursive  10.200200 10
20867222 222 recursive ;10,2020 10 ping

g & tems (3 selected)




Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#1: The ISP1 fails to access the Internet, the firewall rule in the

MikroTik(A) drops all packets from the WAN link of ISP1 to the hosts (8.8.8.8 and

204.67.220.220).

® The backup WAN link (to ISP2) should take over all packets to the Internet.

Firewall O x|
Fiter Rules | NAT Mangle Raw Service Poris  Connections = Address Lists  Layer7 Protocols
gn = [T Reset Courters || 00 Reset All Counters all ¥
# Action  |Chain Snc. Address |Dist. Address Protocal |In. Inteface Out. Interface | Bytes Packets -
0 #drop  forward 2888 <pppoe-userl> wlanl 26.1 KiB 172
m #&drop  forward 208.67 220220 «pppne-useﬂ wlan1 616 B 11
2 X drop  forward 8844 <pppoe-userd> wilani 0B [
3 y  forward 722 van1 BB 1
4|¥ forward van1 0B [
5 X forward vian 0B
& items
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Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#1: The result in the route list shows that the default route through the ISP1

is unreachable, and the default route through the ISP2 has taken over.

Route List =l E3
Routes Ne:dho\ps Rules VRF
= v R T Al | w
Dist. Address \‘\ Gateway Check Gateway |Distance |Scope |Pref. Source -
1SR dq
&5 P 0.0.0.0/0 10.1.1.1 unreachable 1 30
= o IsP2
AS P 0.0.0.0/0 10.2.2 2 recursive via 10.20.20.1 pppoe-owut-ISP2 2 30
.- Route to 8.8.4 .4 via Gateway 10.20.20.1
AS 83544 10.20.20.1 reachable pppoe-out-ISF2 1 10
.;» Route to 8.8.8.8 via Gateway 10.10.10.1
AS 83838 10.10.10.1 reachable pppoe-out-I1SP1 1 10
.2 Vitual Hop 10.1.1.1 via Gateway 8.8.8.8
) F101.1.1 8.8.8.8 recursive via 10.10.10.1 pppoe-out-ISP1 ping 1 10
2 Vintual Hop 1001.1.1 via Gateway 208.67.220.220
5 F101.11 208.67.220.220 recursive via 10.10.10.1 pppoeout-ISF1  ping 1 10
. Vitual Hop 10.2 2 2 via Gateway 8.8.4.4
AS 10222 8.8.4 4 recursive via 10.20.20.1 pppoe-out-ISP2 ping 1 10
2 Vinwal Hop 100.2.2.2 via Gateway 208,67 222 222
5 10222 208.67 222 222 recursive via 10.20 201 pppoe-out-ISP2  ping 1 10
.o Route to 208.67 220,220 via Gateway 10.10.10.1
AS P 208.67.220.220 10.10.10.1 reachable pppos-out-ISP1 1 10
. Route to 208.67 222 222 via Gateway 10.20.20.1
AS - 20867222 222 10.20.20.1 reachable pppos-out-ISP2 1 10
DAC P 10101001 pppoe-out-1SP 1 reachable 0 10 10.10.10.2
DAC P 1020201 pppoe-out-1SP2 reachable 0 10 10.20.20.2
DAC F192.16.0.0/24 bridge1 reachable 0 10 192.16.0.1

13 items (2 selected)




Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#2: The ISP1 must be able to access the Internet, even if the host (8.8.8.8)
fails. The firewall rule in the MikroTik(A) drops all packets from the WAN link of
ISP1 to only the hosts (8.8.8.8).

® The primary WAN link (to ISP1) should still take over all packets to the Internet.

Firewall =] E3
Fiter Rules |NAT Mangle Faw Service Portzs  Connections  Address Lists  Layer7 Protocols

[#][=] [~][=] |00 Resct Courters || 00 Rese Al Couriers [Frd @ __|5]
H | |P~ctiun |D1E|ir1 |Src. Address |Dst. Address |F‘mtu::u| ||r1. Interface |CILrt. Interface |E'_.ftes |F'E|ckets | |"

0 # drop  Forward 8888 “pppoe-userls  wlanl 323 KiB 285
1% | #dop forward 20867 220 220 cpppoe-userl>  wlanl 6.7 KiB 123
2% | #dop forward 3344 spppoe-Userd:  wian 0B 1
3% | #dop forward 20867 222 222 cpppoe-userd:  wlan h& B 1
4% | drop forward cpppoe-userd:  wlan 0B 0
5%  #dop forward <pppoe-userl= wlani 0B

Gitems (1 selected)
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Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#2: The result in the route list shows that the default route through the ISP1

is reachable via the ISP1 gateway (10.10.10.1).

Route List =] E3
Routes | Nexthops Huleé\‘ VRF
\
= ||| & T al ||¥
Dist. Address Ga%e\wa'_.r Check Gateway |Distance |Scope |Pref. Source -
ISP N
AS P 0.0.00/0 10.1.1.1 recursive via 10.10.10.1 pppoe-out-ISP1 1 30
. IsP2
] P 0.0.0.0/0 10.2.2 2 recursive via 10.20.20.1 pppoe-out-ISP2 2 30
.- Route to 8.8.4 4 via Gateway 10.20.20.1
AS 2544 10.20.20.1 reachable pppos-out-1SF2 1 10
.. Route to 8.8.8.8 via Gateway 10.10.10.1
AS 23588 10.10.10.1 reachable pppos-out-1SF1 1 10
2 Vitual Hop 10.1.1.1 via Gateway 8.8.8.8
5 F10.1.1.1 2.8.8.8 recursive via 10.10.10.1 pppoe-out-ISP1 ping 1 10
v Vinwal Hop 10.1.1.1 via Gateway 208.67.220.220
AS F101.11 208.67 220,220 recursive via 10.10.10.1 pppoe-owt-ISF1  ping 1 10
i Vitual Hop 10.2.2.2 via Gateway 8.8.4.4
AS 10222 8.8.4 4 recursive via 10.20.20.1 pppoe-out-ISP2 ping 1 10
2 Vitual Hop 10.2.2 2 via Gateway 208.67 222 237
5 P10222 208.67 222 222 recursive via 10.20.20.1 pppoe-owt-ISF2  ping 1 10
.. Route to 208.67.220.220 via Gateway 10.10.10.1
AS b= 202.67.220.220 10.10.10.1 reachable pppoe-out-ISP1 1 10
.. Route to 208.67.222 222 via Gateway 10.20.20.1
AS b= 208 67 222 222 10.20.20.1 reachable pppoe-out-IS5P2 1 10
DAC 1010101 pppoe-out-1SP 1 reachable 0 10 10.10.10.2
DAC B 1020201 pppoe-out-15P2 reachable 0 10 1020202
DAC P 152160024 brdge1 reachable 1] 10 152.16.0.1
13 items (2 selected)




Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link
® Scenario#3: All hosts (8.8.8.8, 208.67.220.220, 8.8.4.4, and 208.67.222.222) fails.
® The firewall rule in the MikroTik(A) drops all packets as follows.

v/ From the WAN link of ISP1 to the hosts (8.8.8.8, 208.67.220.220)

v/ From the WAN link of ISP2 to the hosts (8.8.4.4, 208.67.222.222)

Firewall =] E3
Fiter Rulzs | NAT Mangle Raw Service Ports  Connections = Address Lists = Layer7 Protocols
oo =T Reset Counters || 00 Reset All Counters all ¥
# Action  |Chain Src. Address | Dst. Address Protocal |In. Inteface Out. Int ... | Bytes Packets -
P0 #drop  forward 2888 <pppoe-userl>  wian1 36.5 KB 3B
1 #Kdop  forward 20867 220220 <pppoe-userl>  wilanl 9.4 KiB 172
2 #Kdop  forward g844 pppoe-userd:  wlanl 2464 B 44
3 #dop  forward 20867 222 252 <pppoe-userd:  wlanl 2576 B 46
X drop  forward ‘pppoe-userd:  wlanl 0B [

drop  |forward spppoe-userls  wlani 0B




Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#3: The result in the route list shows that the default route through both

ISP1 and ISP2 are unreachable.
Route List = E3

Routes | Mexthops  Rules  WRF ‘.\
[#][=] [][%] [Frd @ |5
|Dst. Address |Gatewa1_.r N Check Gateway |Distance |Scupe |F‘ref. Source ¢ | |v
ISP
5 = 0.0.0.0/0 10.1.1.1 unreachable 1 30
i 15P2
5 P 0.0.0.0/0 10.2.2 2 unreachable 2 30
. Route to 8.8.4 4 via Gateway 10.20.20.1
AS 2844 10.20.20.1 reachable pppoe-out-1ISP2 1 10
.o Route to 8.8.8.8 via Gateway 10.10.10.1
AS 2828 10.10.10.1 reachable pppos-out-1ISP1 1 10
. Witual Hop 10.1.1.7 via Gateway 8.8.8.8
5 10111 8.8.8.8 recursive via 10.10.10.1 pppoe-out-ISF1 ping 1 10
o Witual Hop 10.1.1.1 via Gateway 208.67.220.220
5 10111 208.67 220220 recursive via 10.10.10.1 pppoe-out-ISPF1  ping 1 10
2 Vitual Hop 10.2.2.2 via Gateway 2.8.4.4
5 10222 8.8 4 4 recursive via 10.20.20.1 pppoe-out-ISP2 ping 1 10
o Vitual Hop 10.2.2 2 via Gateway 208.67 222 222
5 10222 208.67 222 222 recursive via 10.20.20.1 pppoe-out-ISPZ  ping 1 10
. Route to 208.67 220,220 via Gateway 10.10.10.1
AS b= 208.67.220.220 10.10.10.1 reachable pppos-out-15P1 1 10
. Route to 208,67 222 222 via Gateway 10.20.20.1
AS P 20867222 222 10.20.20.1 reachable pppoe-out-1SP2 1 10
DAC P 10.10.10.1 pppoe-out-l5P1 reachable 0 10 10.10.10.2
DAC P 10.20.20.1 pppoe-out-l5P2 reachable 0 10 1020202
DAC 152160024  bridge1 reachable 0 10 152.16.0.1
K 13 items (2 selected)




Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#4: All hosts (8.8.8.8, 208.67.220.220, and 8.8.4.4) fails but only the host
(208.67.222.222) is fine.

® The firewall rule in the MikroTik(A) drops all packets as follows.
v From the WAN link of ISP1 to the hosts (8.8.8.8, 208.67.220.220)

v From the WAN link of ISP2 to the hosts (8.8.4.4)

Firewall O x|
Fiter Rules | NAT Mangle Raw Service Ports  Connections  Address Lists | Layer7 Protocols
e | = ¢ x (21| || | oo Reset Counters || o0 Reset All Courters all ¥
H Action  |Chain Snc. Address |Dst. Address Protocol |In. Inteface Ot Int... |Bytes Packets -
0 #Kdrop  forward 3888 <pppoe-userl=  wlanl 381 KiB 350
1 #Kdrop  forward 208.67.220.220 <pppoe-userl=  wlani 10.5 KiE 200
2 #Kdrop  forward 8844 <pppoe-userd>  wilanl 4088 B 73
I X drop  forward 208 67 222 232 <pppoe-userd>  wilan 4144 B 74
1 X drop  forward <pppoe-userd=  wilani 0B
¥ cpppoe-userl>  wianl 0B
Gitems (1 selected)
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Failover with Checking Multiple Remote Hosts

® Testing: failover with checking multiple remote hosts per WAN link

® Scenario#4: The result in the route list shows that the default route through the ISP1

1s unreachable but the default route of ISP2 has taken over all traffic to the Internet.

\

Route List =] E3

Routes | Nexthops  Rules  VRF \
= (% I T B al ¥
Digt. Address Gateway \ Check Gateway |Distance |Scope |Pref. Sounce -
ISP \
5 P 0.000/0 10.1.1.1 unreachable \ 1 30
: o 15P2 v
A5 P 0.0.0.0/0 10.2 2 2 recursive via 10.20 201 pppoe-out-ISP2 2 an
.;» Route to 8.8.4.4 via Gateway 10.20.20.1
AS o844 10.20.20.1 reachable pppoe-owut-1SP2 1 10
.;; Route to 8.8.8.8 via Gateway 10.10.10.1
AS FBg888 10.10.10.1 reachable pppoe-out-15P1 1 10
o2 Vinual Hop 10.1.1.1 via Gateway 8.8.8.8
5 F10.1.11 8.8.8.8 recursive via 10.10.10.1 pppoe-out-I5P1 ping 1 10
2 Vinual Hop 10.1.1.1 via Gateway 208 67 220 220
5 P101.11 20867 220 220 recursive via 10.10.10.7 pppos-out-ISP1  ping 1 10
Virtual Hop 10.2.2 2 via Gateway 8.8.4.4
5 10222 8.8.4 4 recursive via 10.20.20.1 pppoe-out-ISP2 ping 1 10
. Minual Hop 10.2.2.2 via Gateway 208.67.222 222
AS F10222 208.67 222 232 recursive via 10.20.20.7 pppoe-out-ISPZ2  ping 1 10
. Route to 208.67 220220 via Gateway 10.10.10.1
AS P 20867220220 10.10.10.1 reachable pppoe-out-ISP1 1 10
. Route to 208.67 222 222 via Gateway 10.20.20.1
AS P 208.67.222 222 10.20.20.1 reachable pppoe-out-ISP2 1 10
DAC P 10.10.10.1 pppoe-out-ISP 1 reachable 0 10 10.10.10.2
DAC F10.20.20.1 pppoe-out-15P2 reachable 0 10 10.20.20.2
DAC P 152.16.0.0/24  brdge1 reachable 0 10 152.16.0.1
13 items (2 selected)
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Failover with Checking Multiple Remote Hosts

® Failover with checking multiple remote hosts per WAN link
® In case of load balancing, you have corresponding routing masks (toISP1, toISP2)
® The first step 1) is revised (adding default routes and changing distances) as follow
® /ip route
add distance=1 gateway=10.1.1.1 routing-mask=toISP1
add distance=2 gateway=10.2.2.2 routing-mask=toISP1
® /ip route
add distance=1 gateway=10.2.2.2 routing-mask=toISP2

add distance=2 gateway=10.1.1.1 routing-mask=toISP2
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